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The Union Street Guest House in New
York posted on its Facebook page ‘a
US$500 fine … will be deducted from
your deposit for every negative review
placed on any internet site by anyone in
your party’ in response to a number of
negative reviews following a wedding.

This posting highlights the frustration
that many hotels and restaurants experi-
ence when negative travel reviews are
posted on the internet.

Every month 260 million visitors refer-
ence TripAdvisor reviews to help them
choose where ‘stay, eat and play’ before
booking a hotel, resort, restaurant or
tourist attraction. Surveys reveal that up
to 80 per cent of travellers look at online
travel reviews before they book a hotel.

TripAdvisor is the world’s largest travel
website, sharing over 100 million travel
reviews posted by travellers covering 1.5
million hospitality businesses. Many
hospitality providers ‘live or die’ on online
travel reviews for their bookings.

The integrity of online travel reviews is
of utmost commercial importance to
TripAdvisor, to hotels and accommoda-
tion providers and to travellers.

It is therefore of great concern that an
estimated ten to 20 per cent of online
travel reviews are fake. TripAdvisor
denies these estimates. 

If the estimates are correct, two
questions must be asked:

1. How does a hotel or restaurant
identify a fake travel review? 

2. What can a hotel or restaurant do to
remove a fake travel review?

What can be done about fake travel
reviews on TripAdvisor is explored in this
article.

What do fake travel reviews 
look like?

The Australian Competition and
Consumer Commission (the ACCC), has
recently taken an interest in online
reviews. It has issued a guide which
contains a warning to online review
platforms which might host fake reviews
that they may be misleading the public, in
breach of the Australian Consumer Law.
The ACCC guide is – ‘Online reviews – a
guide for business and review platforms’
on how to maintain the integrity of online
review sites.1

The ACCC guide states that reviews
which are overly enthusiastic or critical, or
which contain incorrect facts, are often
fake.

Illustrations of fake travel reviews (not
drawn from the ACCC guide) are: 
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• ‘Can definitely NOT recommend’ or
‘This place is a DUMP’ [The capital
letters point to a fake review posted by
a competitor]

• ‘This place is fantastic! The rooms are
BEAUTIFUL and the staff very atten-
tive and wonderful!! [The exclamation
marks point to a fake review posted by
the hotel on itself]

• The room descriptions correspond
word-for-word with the hotel website,
but the description of the location and
surrounds is factually inaccurate
[Word-for-word descriptions raise
suspicion; factual inaccuracies show it
to be fake] 

• ‘The trains came past the hotel every
20 minutes’ [Fake because the nearest
railway track was many miles away]

• A review of a one night visit posted 15
months afterwards [Probably fake –
does a genuine guest wait this long?] 

• ‘I loved the view from the room’
[Probably a fake paid review because
the style is eye-witness. Reviewers say
‘The view was breathtaking’]

• ‘The hotel promised WiFi but it was
not available when I stayed’ [The
review appears genuine, until you find
the hotel made no promise that WiFi
was available]

Who posts fake travel reviews? 

Fake travel reviewers have different
profiles. One profile is a traveller for
whom ‘no melon is ever ripe enough’, or
who may have an axe to grind about a
particular hotel. Another profile is a hotel
or restaurant which posts a fake review
either to promote their hotel or restau-
rant or to drive away guests from a
competitor’s hotel (towards to their hotel),
or both.

Illustration
In June 2013, it was discovered that Peter
Hook, a hotel manager in Sydney, had
published 105 reviews on TripAdvisor
over several years. The reviews he
published contained glowing reviews
about the hotels owned by his employer,
Accor and Sofitel, and critical reviews
about the hotel group's rivals. For
example:

‘As a first time visitor to Phnom
Penh I didn't know much about the
hotel scene so booked a brand I
knew well. It turned out to be a
good choice,’ Hook wrote about the
Sofitel in Phnom Penh.

In contrast, in a 2010 review Hook criti-
cised rival the Intercontinental Hotel in
Adelaide as ‘the ideal location but stuck in
a time warp and rather expensive’.

It is hard to tell by looking at them that
these are fake reviews.

The reason why they were not noticed
for several years was that the fake reviews
were published under a user name
‘Tavare’. TripAdvisor allows pseudonyms
to be used without identity verification. It
was only when the user name was refer-
enced to a Facebook page which displayed
a name, photograph and location that the
hotel manager was ‘outed’. 

The reviews were removed by
TripAdvisor because they broke its listing
rules in two ways. First, an employee of
the hotel reviewed is not permitted to
write a review of their own hotel.
Secondly, a person associated with a hotel
cannot write a review of a property of the
same type within ten miles of their hotel.
The manager was dismissed for breach of
the hotel group’s ‘social media policy’.
The hotel group retained its TripAdvisor
listing.



Some hotels might be tempted by offers
from an SEO (Search Engine Optimiser)
to post travel reviews as an ‘independent’
reviewer. These offers should be rejected. 
Illustration:
In February 2014 the Tourism Industry
Association New Zealand warned against
emails from a fake review optimiser offer-
ing to post as many as 20 false reviews for
NZ$297.

How does TripAdvisor deal with
fake reviews?

TripAdvisor is an open online review
platform. It is a distributor of third-party
content rather than publishing its own
opinions. This means that it publishes
reviews contributed by ‘everyday’
consumers, relying on the so-called
‘wisdom of the crowd’, rather than
publishing a ‘traditional’ travel and
accommodation guide with its own
reviews.

Because it receives more than 60
contributions every minute, TripAdvisor
does not have the resources to check
reviews. It relies heavily upon its review
screening process and travellers and
hospitality businesses to report ‘inappro-
priate’ reviews. 

The TripAdvisor review screening
process

Because it does not filter the identities of
its contributors to any real extent,
TripAdvisor must have an effective
screening process for identifying fake
travel reviews. This is the process it uses: 

Before submitting a review, the
reviewer provides this warranty:

‘I certify that this review is based on
my own experience and is my
genuine opinion of this establish-
ment, and that I have no personal

or business relationship with this
establishment, and have not been
offered any incentive or payment
originating from the establishment
to write this review. I understand
that TripAdvisor has a zero-toler-
ance policy on fake reviews.’

Next, the review is screened by technol-
ogy and by editors before it is published.
This takes between 24 and 48 hours.

The filtering algorithm that
TripAdvisor uses to moderate reviews is
confidential. But it can assumed that it
identifies ‘patterns of suspicious activity’
by reference to indicators such as a ‘spike’
in reviews, use of the same email or IP
addresses, using ‘marketing-speak’
writing styles, and copying the same
marketing language as the business uses.

Other factors included in the filtering
algorithm are: whether the review is
family-friendly; if it is posted to the
correct business and complies with the
guidelines; the extent to which the
reviewer has received ‘helpful votes’ for
previous reviews; the degree to which the
reviewer can be identified; and the use of
expressions in the review which are
consistent with a fake review.

TripAdvisor may block publication of
the guest’s review if a hotel owner warns
TripAdvisor that they suspect a guest is
about to post a fake review. To do so, the
hotel needs to use TripAdvisor’s
‘Reporting Potential Blackmail’ proce-
dure – which is designed for use when a
guest threatens to write a negative review
unless a demand for a refund, upgrade,
or other request is met.

The TripAdvisor review removal
process

TripAdvisor warns hospitality businesses
to monitor reviews regularly and to use
the ‘Report an Inappropriate Review’
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procedure, also known as a ‘Notice &
Takedown Procedure’, to request removal
of a review for inappropriate or defama-
tory content. 

The Notice requires the complainant to
identify the inappropriate or defamatory
words or photographs and to give reasons
why the review is inappropriate, defama-
tory or untrue.

The business should highlight factual
inaccuracies which indicate that the
reviewer did not visit; and highlight
defamatory comment, which it calls ‘non
family-friendly comment’, such as profan-
ity, threats, prejudiced comments, hate
speech, sexually explicit language, or
other content that ‘is not appropriate for
the community’.

The internet blogs show that some
businesses are happy with this procedure,
while others are critical that it takes too
long for TripAdvisor to remove the offen-
sive review, or failing to remove the
review at all.

Do TripAdvisor’s processes comply
with the ACCC guide?

TripAdvisor’s review screening and
review removal processes appear to
comply with the ACCC recommendations
that online review platforms adopt both a
proactive approach – using automated or
manual internal systems to screen a
review before it is published, and a
reactive approach – relying on complaints
information after the review is published.

There is room for improvement in
TripAdvisor’s review removal policy.
When a hotel or restaurant comes under
new ownership, or when it undergoes
extensive refurbishment or building
work, it should be able to request
TripAdvisor to remove all travel reviews
posted prior to the change of ownership

or to the date the work was carried out.
And TripAdvisor should respond to
requests for removal within a time frame
of seven to 14 days.

How should a hotel or restaurant
deal with critical reviews which are
not fake?

As a rule, so long as the review is accurate
and is not exaggerated, then it is not be a
fake travel review. For these critical
reviews, alternatives to removal need to
be explored.

Hoteliers and restaurateurs know that
positive online travel reviews are powerful
marketing tools. Many encourage guests
to post reviews on the excellent service
and experience they have received, when
they are leaving. In that way, sheer
numbers of positive reviews might drown
out the critical reviews.

Coupled with this approach is the need
to respond to negative reviews in an
appropriate fashion.

TripAdvisor has a ‘Write a
Management Response’ procedure. It
suggests that the business responds
quickly, is courteous and professional,
addresses the specific issues and
highlights the positives.

This is consistent with the approach
recommended by the Australian regula-
tor, the ACCC, which recommends that
internet review platforms provide
businesses with an opportunity to post a
public response to negative reviews which
do not qualify to be removed as fake
reviews. 

This approach makes good marketing
sense. Hospitality businesses should look
at all reviews posted as first hand market
research, as an opportunity to engage
with the public, and to demonstrate that
they take customer service seriously.
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Should a business consider a
defamation suit against reviewers
who post fake travel reviews?

If TripAdvisor does not remove the fake
review a business may consider taking
direct action for defamation against the
reviewer. Without going into any depth,
these are the considerations:

The immediate consideration in taking
defamation action against the reviewer is
that in almost all cases, fake reviews are
published anonymously. 

The next consideration is whether the
online travel reviewer is expressing an
honest opinion based on fact or a defama-
tory opinion?

The next consideration is that in some
jurisdictions, such as in Australia, corpo-
rations (defined as having more than ten
employees) cannot bring a defamation
action.

The final consideration is the legal costs
incurred in pursuing the claim, and
adverse costs orders if unsuccessful.

Are there circumstances where the
travel review platform may be liable
for defamation?

TripAdvisor publishes lists. The Grand
Resort Hotel in Pigeon Forge, TN was
number 1 on the 2011 Dirtiest Hotels list. 

This reviewer comment was quoted:

‘If you’re looking for a hotel with
chewing tobacco spit oozing down
the halls … carpeting so greasy and
dirty you wouldn’t want to sit your
luggage down – let alone walk
around barefoot … by all means,
stay at the Grand Resort.’

The Grand Resort Hotel sued
TripAdvisor, not because it published the
reviewer comment (which presumably

was true), but because the hotel was
number 1 on the list.

The US 6th Circuit Court of Appeals
(in August 2013) upheld lower court
decisions that the list was ‘merely a hyper-
bolic opinion or rhetorical exaggeration’
and not a defamatory communication of a
‘false or misleading statement of fact, or a
statement of opinion that implies having a
basis in defamatory facts’. Therefore it did
not cross the line from being an honest
opinion based on fact to being a defama-
tory imputation.

As a footnote, the hotel shut down and
was completely renovated the following
year.

TripAdvisor has not published the
Dirtiest Hotels list since 2011. These days,
TripAdvisor publishes positive lists only,
such as ‘The top 25 destinations in the
world’, ‘The 10 most unusual beaches
you’ll ever set your eyes on’ and ‘Reach
new heights! 10 must visit hotel rooftops’. 

There are no reported decisions in
Australia against TripAdvisor. In fact,
there are only six decisions in which
TripAdvisor has been mentioned. In five
of those decisions, TripAdvisor is
mentioned as a reference tool, and in the
sixth, a court order was enforced to
change the contact details of a resort on a
TripAdvisor listing.

The ACCC’s regulatory warnings 
to travel review platforms and
hospitality businesses

Apart from requiring review screening
and review removal processes, the ACCC
guide contains various warnings.

Incentivised consumer reviews
The ACCC is concerned that incentives
offered to consumers in exchange for
their reviews may lead to biased, inflated
or misleading reviews. The ACCC recom-
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mends that incentives offered by the
review platform to reviewers are promi-
nently disclosed on the review page. 

TripAdvisor has a non-financial incen-
tive scheme for reviewers, called review
badges. Review badges are awarded for
both positive and negative reviews. The
contributor’s photo, reviewer status and
number of reviews appear on the review.

A business is entitled to offer incentives,
such as vouchers or sending a link asking
for a review after the stay, so long as they
are offered to all consumers and for both
positive and negative reviews.

Businesses are not entitled to offer
incentives to customers, such as meal or
accommodation vouchers, to remove
negative reviews. 

The ACCC is concerned to ensure that
incentives offered by businesses do not
result in ‘inflated reviews’ being
published. The ACCC recommends that if
the review platform notices a spike in
consumer reviews, then it should ask the
business to disclose any incentive offered.

The omission of credible consumer
reviews, inflated (average) reviews
and the ‘big picture’

Most online review platforms use a star
rating system to give the ‘big picture’. The
more reviews, the more reliable the
rating.

TripAdvisor uses a ‘bubble rating’ scale
of 1 to 5, which it displays prominently
under the name of the business reviewed,
together with the number of reviews upon
which this rating is based.

Because a body of reviews creates the
overall impression, the ACCC states that
the review platform should not selectively
remove or edit reviews. But it is not
misleading to remove fake, offensive,
defamatory or irrelevant reviews. 

Disclosing commercial arrangements
with reviewed businesses

Most review platforms have a business
model of deriving revenue through paid
advertising or ‘sponsorship links’, rather
than charging membership or listing fees
to businesses or access fees to users. 

TripAdvisor has a basic business listing
which is free of charge. TripAdvisor allows
hospitality businesses to ‘upgrade’ by
paying for a Business Listing which has
contact information and links for
bookings, a slide show for photographs
and a more prominent display.

The ACCC accepts these commercial
arrangements, so long as they are promi-
nently disclosed, are transparent and do
not impact upon the content and presen-
tation of the review. The TripAdvisor
website pages display the businesses
reviewed on the left hand side of the
page, and the ranking according to its
algorithm. The paid Business Listings are
displayed separately in columns such as
‘Best deals’ on the right hand side or in
shaded boxes which are marked
‘sponsored links’. This appears to satisfy
the ACCC requirements.

Final comments

TripAdvisor is both a blessing and a curse
for hotels, resorts, restaurants and tourist
attractions. 

A blessing for marketing because it is
the most popular website on the internet
for publishing travel reviews. A curse
because the reviews are unpredictable,
and in their eyes, the negative reviews are
unfair postings by ‘whingers and ranters’.

Hospitality businesses should regularly
monitor travel reviews and use the proce-
dures available to promptly request that
fake reviews be removed and to respond
to both positive and negative reviews.



PS The Union Street Guest House
defended the ‘US$500 fine for negative
reviews’ posting as ‘tongue-in-cheek’. It
removed the posting, but not before it
attracted ‘dozens of phony one-star
reviews’. 

Note

1 http://www.accc.gov.au/system/files/
Online%20reviews%E2%80%94a%
20guide%20for%20business%20and%
20review%20platforms.pdf
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