
The hotel industry’s reliance on internet
advertising makes it particularly vulnera-
ble to online ‘brandjacking’ by both
legitimate and illegitimate means. Using
examples from an Australian perspective,
the authors outline strategies to secure,
maintain and enforce intellectual
property rights in an online environment. 

Brandjacking, the practice of ‘hijack-
ing’ and trading off of the brand equity of
a well-known company’s brand, trade
mark or other identifiers by diverting
customers to a different product or
service than the intended one of interest,
has been made increasingly easy by the
advent of the internet. The suite of
techniques in a brandjacker’s armoury
include: 

• using paid search engine schemes such
as Google AdWords to bid up keyword
searches on competitors’ brands
(deceptive keyword bidding) or using a
competitor’s brand as a trigger for the
brandjacker’s own advertisement; 

• impersonating the well-known
company on social networking sites to
damage the brand’s image or reputa-
tion; 

• registering domain names containing a
business name or trademarked brand

name not owned by the registrant
(cybersquatting) or which are
misspellings or mistypings of such
names (typosquatting); 

• using the Uniform Dispute Resolution
Policy (UDRP) process in bad faith to
deprive a registered holder of a legiti-
mate domain name (reverse domain
name hijacking). 

Unique challenges faced by the
hotel industry 

According to the Internet Advertising
Bureau, the leisure travel industry spent
US$1.2 billion in the first six months of
the 2011 financial year on online advertis-
ing (up from US$841 million reported in
2010). 

Given its trans-border nature, it is little
wonder that the internet is a particularly
suitable tool in any global marketing strat-
egy. But it also poses unique challenges in
the hotel industry, where the players not
only compete with direct competitors, but
also its own resellers for online business. 

A recent study conducted by
MarkMonitor examined online hotel
bookings of five global hotel brands
(ranging from economy to luxury) by
scanning various e-commerce sites,
consumer marketplaces and email
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campaigns promoting those brands. It
also examined over 1.3 million search ads
triggered by almost 4,000 keyword combi-
nations containing the brands. 

The study found that: 

• approximately 580 million visits from
highly-qualified travellers were
diverted away from the hotels’ own
online booking sites to those of
channel and marketing partners, and
even to competitors. 

• the major hotel brands studied lost an
estimated US$2.2 billion a year world-
wide, made up of: 
– over $1.9 billion of bookings lost to

competitors. 
– approximately $270 million in

unnecessary commission payments
to channel and marketing partners. 

• there were over 2,100 instances of
cybersquatting domains or domains
containing a trademarked brand
name, generating about 57 million
visits per year. 

Some of the most common tactics that
were used to divert online traffic in the
hotel industry ranged from the legitimate
to the not so legitimate, and included: 

• paid search results for online travel
agents and aggregators with landing
pages promoting other nearby hotels; 

• competitors bidding up keyword
searches on other brands’ names; and 

• competitors using another hotel’s
property in its own advertising to ‘bait
and switch’ customers. 

Given the unique challenges facing the
hotel industry, it is more important than
ever to have a sophisticated brand protec-
tion strategy in place. The remainder of
this article looks into the different ways
hotels can protect their brands, with a

particular focus on brand protection on
the internet. 

Know your rights – and their 
limitations 

The legal rights conferred by the trade
marks, business names and domain
names registration regimes are not the
same. It is important to understand the
differences between them to ensure
adequate brand protection. For example,
in Australia: 

• a business name registration does not
confer any proprietary (exclusive)
rights in the name and does not by
itself allow an owner to stop others
from using a similar business name. It
is also a state-based regime, and the
state business names registries do not
cross-check the Trade Marks Register
when assessing business name applica-
tions; 

• trade mark registration confers exclu-
sive rights and can prevent others
from using the mark (or one that is
deceptively similar to it in relation to
the same or similar goods or services); 

• domain name registration does not
confer exclusive rights to a brand in all
domains, and it is possible to register
the same name in different domains.
There are certain restrictions on regis-
tration of commercial domain names
in the Australian (.com.au) domain –
for example, registrants must be an
Australian registered company, trading
under an Australian state or territory
registered business name, a foreign
company licensed to trade in Australia
or an owner or applicant of an
Australian Registered Trade Mark.

It is also important to recognise the
potential limitations of the law in the
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brandjacking sphere. For example, in
Australia: 

• to infringe a trade mark, the mark
must be used ‘as a trade mark’ – that
is, as a badge of origin which distin-
guishes a person’s goods or services
from another; 

• to make out a claim for ‘misleading
and deceptive conduct’ under the
Australian Consumer Law, the conduct
is required to be ‘in trade or
commerce’; and 

• defamation actions are usually not
available to large companies (although
they may be available to individuals
associated with the company, such as
directors, officers or employees). 

The above limitations mean that brand-
jacking activities aimed at damaging the
reputation of a well-known brand, such as
a negative blog or Facebook page may not
be clearly actionable (in contrast to where
the brandjacker is selling counterfeit
goods or services, or the brandjacker’s
own goods or services). While actions for
passing off and the tort of injurious false-
hood may be available in certain
instances, these claims are usually harder
to establish. 

Strategies for protecting your brand 

Given the challenges discussed above, the
following strategies may help companies
vulnerable to online brandjacking to
secure, maintain and enforce their intel-
lectual property rights: 

Monitor the marketplace regularly, keeping
an eye on company, brand, domain names
(in all domains) and trademarks. If neces-
sary, firms offering monitoring services
can be engaged to carry out regular
surveys. Customers tend to be a useful

source of information, so it is important to
have procedures in place to deal with
reports of infringement. 

Renew your business name, trade mark and
domain name registrations promptly. For
example, cybersquatters monitor renewal
dates for popular domain names in order
take advantage of any delay in renewal by
the owner. It is also important to keep
contact information up-to-date to ensure
that renewal notices are received. 

Mark out your turf in social media.
Cybersquatting has expanded from
domain names into usernames or profiles
in social media. Companies should
consider registering profiles on Facebook,
Twitter, YouTube and other popular social
networking sites for their brands and
trademarks. Social networking sites may
also be used to enhance the brand or
trade mark – for example: 

• Twitter runs a ‘Verified Accounts’
programme to establish authenticity
for well-known account users who deal
with identity confusion regularly; 

• Partnering with fan sites rather than
seeking to shut them down may create
a mutually beneficial relationship
which builds up brand equity: as an
example, Coca-Cola engaged with the
persons responsible for the Coca-Cola
Facebook page, which is now jointly
administered by the original creators
and representatives of the company; 

• Social media may provide a forum to
address customer complaints in real
time and turn customers into brand
advocates in the process. This is partic-
ularly important to the hotel industry
where online reviews can be a major
factor in attracting customers. 

Know your dispute resolution procedures. For
example: 
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• search ‘bait and switch’ tactics may be
contrary to the relevant search
engine’s policies. For example, in
Australia, Google will remove adver-
tisements using a competitor’s trade
marks in the text or keywords of an
advertisement (but note Google’s
AdWords Terms and Conditions differ
between jurisdictions). 

• Facebook, Twitter and YouTube have
established intellectual property
infringement notification and
complaint procedures. Defamatory,
offensive or infringing material may
also be contrary to the host internet
service provider’s policies. These
mechanisms are usually faster, cheaper
and more effective than legal action. 

• Australian domain names disputes
may be resolved under the .au Dispute
Resolution Policy (auDRP), an adapta-
tion of the Uniform Dispute
Resolution Policy (UDRP) adminis-
tered by the World Intellectual
Property Organisation, which provides
a relatively inexpensive arbitration
process for IP rights owners. One of
the most important differences
between the auDRP and the UDRP is
that a dispute can be brought under
the auDRP by the holder of any kind
of name, not just a trade mark holder.
This allows the holder of a ‘business

(or other) name’ to bring a claim
where the name has been registered or
is being used in bad faith. That the
name need only be registered or used
in bad faith is also a significant depar-
ture from the UDRP, under which
both registration and use in bad faith is
required. Other alternatives to the
auDRP process which may prove
cheaper and quicker, include making
complaints directly to the registrar or
auDA (the industry body for the .au
domain space) pursuant to particular
auDA policies.

Act quickly to enforce your rights. Companies
should ensure that they collect permanent
evidence of the infringing or offending
conduct as soon as possible, as online
evidence may be removed before the
proceedings come to hearing.
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1 Internet Advertising Bureau, ‘IAB Internet
Advertising Revenue Report: 2011 First Six
Months Results: September 2011’, available
at: www.iab.net/media/
file/IAB-HY-2011-Report-Final.pdf. 

2 MarkMonitor ‘Brandjacking Index: Online
Hotel Bookings’ (Spring 2011), available
at: www.markmonitor.com/
resources/brandjacking-index.php. 


